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Technologies", Proceedings of the KnowRight'95 Conference, Aug. 1995 


Yes 

Rubin, A.D.; Honeyman, P.; "Formal Methods for the Analysis of Authentication 
Protocols CITI Technical Report 93-7", Center for Information Technology 
Integration, Nov. 8, 1993 


Yes 

Lexis/WestLaw 

Y 

Yes 

U.S. 6,135,646; Oct. 24, 2000 


Yes 

Bishop, Matt; "Privacy-Enhanced Electronic Mail", Privacy and Security Researh 
Group, IAB 

Y 

Yes 

Kim, Won; Ballou, Nat; Chou, Hong-Tai; Garza, Jorge F.; Woelk, Darrell; 
"Features of the ORION Object-Oriented Database System* 


Yes 

"Key Management Using ANSI X9.17% Federal Information Processing Standards 
Publication 171, U.S. Department of Commerce, Apr. 27, 1992 


Yes 

"S/PAY: RSA's Developers Suite for Secure Electronic Transactions (SET)", RSA 
Data Security, Inc., 1997 


Yes 

Perlman, Bill; "A Working Anti-Taping System for Cable Pay-Per-View", IEEE 
Trans. On Consumer Electronics, Vol. 35, No.3, Aug. 1989 

Y 

Yes 

Organick, Elliott I.; "The Multics System: An Examination of Its Structure 1 *, MIT 
Press, 1972 

Y 

Yes 

Cina Jr., Vincent J.; White, Star R.; Comerford, Liam; "ABYSS: A Basic 
Yorktown Security System PC Software Asset Protection Concepts", IBM 
Research Report Number RC 12401, IBM Thomas J. Watson Research Center, 
Dec. 18, 1986 

Y 

Yes 

White, Steve R.; Comerford, Liam; "ABYSS: An Architecture for Software 
Protection", IEEE Transactions on Software Engineering, Vol. 16, No. 6, Jun. 1990 

Y 

Yes 

Davies. D.W.; Price. WL: Security for Computer Networks. John Wiley & Sons, 
1984 


Yes 

"MSDN - INF: LAN Manager 2,1 Server Autotuning (Part 2) M , PSS ID Number 
080078, Microsoft, Feb. 1993 

Y 

Yes 

'MSDN - License Service Application Programming Interface", API Specification 
vl .02, Microsoft, Jan. 1993 
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Yes 

"International Infrastructure Standards Panel: 
IISP Need #31 - Containers or Secure Packaging; 
IISP Need #32 - Authentication of Content; 
IISP Need #33 - Control Enforcement; 
IISP Need 4tt4 - BilHnff and Pavment* 
IISP Need #35 - Reporting* 1 

ANSTOnKn* 5>n 18. 1005 

y 

Yes 

"Cryptographic API Specification", Version 0.6, Microsoft, Mar. 1995 


Yes 

Everett David B.; "Smart Card Tutorial - Part 1\ Sep. 1992 

Y 

Yes 

Paradinas, Pierre; Vandewalle, Jean- Jacques; "New Directions for Integrated 
Circuit Cards Operating Systems" 

Y 

Yes 

Hauser, Ralf; "Control of Information Distribution and Access", Dissertation Der 
Wirtschaftswissenschaftlichen Fakultat Der Universitat Zurich, May 31, 1995 


Yes 

Rindfrey, Jochen; "Towards an Equitable System for Access Control and Copyright 
Protection in Broadcast Image Services: The Equicrypt Approach", Fraunhofer 
Institute for Computer Graphics 


Yes 

Wells. Rob: Odvssev of Plastic Purchase: 20-Second Round-Trip. Associated 
Press, Dec. 1993 


Yes 

Payment Svstems: Strategic Choices for the Future. Hitachi Research Institute; 

Institute of Advanced Business Svstems, Hitachi, Ltd., 1993 


Yes 

"EFT Network Data Book - 1993 Edition", Bank Network News, Vol. 11, No. 13, 
Nov. 1992 


Yes 

"American National Standard: Specification for Financial Message Exchange 
Between Card Acceptor and Acquirer, X9. 15" , American Banker's Association, 
1990 


Yes 

"ISO 7813-1987 Identification Cards - Financial Transaction Cards", ISO, 1987 

Y 

Yes 

MSDN Issue: Summer 1992; Vol. No.: 0 (Beta); 1 Disk, Microsoft, 1992 

Y 

Yes 

MSDN Issue: Sep. 1992; Vol. No.: 1; 1 Disk, Microsoft, Sep. 1992 

Y 

Yes 

MSDN Issue: Jan 1993; Vol. No. 2; 1 Disk, Microsoft, Jan. 1993 

Y 

Yes 

MSDN Issue: Apr. 1993; Vol. No. 3; 1 Disk, Microsoft, Apr. 1993 

Y 

Yes 

MSDN Issue: Summer 1993; Vol. No. 4; 1 Disk, Microsoft, Jul. 1993 

Y 

Yes 

MSDN Issue: Fall 1993; Vol. No. 5; 1 Disk, Microsoft, Oct. 1993 

Y 

Yes 

MSDN Issue: Winter 1994; Vol. No. 6; 1 Disk, Microsoft, Jan. 1994 

Y 

Yes 

MSDN Issue: Apr. 1994; Vol. No. 7; 1 Disk, Microsoft, Apr. 1994 

y 

Yes 

MSDN Issue: Jul. 1994; Vol. 8; 1 Disk, Microsoft, Jul. 1994 

Y 

Yes 

MSDN Issue: OcL 1994; Vol. 9; 1 Disk, Microsoft, Oct 1994 

Y 

Yes 

MSDN Issue: Jan 1995; Vol. 10; 1 Disk, Microsoft, Jan. 1995 

Y 

Yes 

MSDN Issue: Apr. 1995; Vol. 11; 1 Disk, Microsoft, Apr. 1995 

Y 

Yes 

MSDN Issue: Jul. 1995; Vol. 12; 1 Disk, Microsoft, Jul. 1995 

Y 

Yes 

MSDN Issue: Oct. 1995; Vol. 13; 1 Disk, Microsoft, Oct 1995 

Y 

Yes 

MSDN Issue: Jan 1996; Vol. 14; 2 Disks, Microsoft, Jan. 1996 

Y 

Yes 

MSDN Issue: Apr. 1996; Vol. 15; 2 Disks, Microsoft, Apr. 1996 

Y 

Yes 

MSDN Issue: Jul. 1996; Vol. 16; 1 Disk, Microsoft, Jul. 1996 

Y 

Yes 

MSDN Issue: OcL 1996; Vol. 17; 2 Disks, Microsoft, Oct. 1996 

Y 

Yes 

MSDN Issue: Jan 1997; Vol. 18; 2 Disks, Microsoft, Jan. 1997 

Y 

Yes 

MSDN Issue: 16-Bit Archive 1997; Vol. NA; 1 Disk, Microsoft, Jan. 1997 
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Y 
I 

Yes • 

MSDN Issue* Apr 1997* Vo! No. 20; 2 Disks, Microsoft, Apr. 1997 

Y 

Yes 

MSDN Issue* Jul 1997; Vol. No. 21; 2 Disks, Microsoft, Jul. 1997 

Y 

Yes 

MSDN Issue: Oct. 1997; Vol. No. 24; 2 Disks. Microsoft, Oct 1997 

v 

i 

J Co 

•KA^mti Tcciw»- Vicunl Snirlin 1997; Vol. No. 191: 1 Disk. Microsoft, 1997 

Y 

Yes 

MSDN Issue: Jan. 1998; Vol. No. 27; 2 Disks, Microsoft Jan. 1998 

Y 

Yes 

MSDN Issue: Apr. 1998; Vol. No. 30; 2 Disks, Microsoft Apr. 1998 

Y 

Yes 

MSDN Issue: Jul. 1998; Vol. No. 33; 3 Disks, Microsoft Jul. 1998 

vr 

I 

Vac 

I C5 

mqdm Tccnr * Oft 1098* Vol No • None: 3 Disks. Microsoft Oct 1998 

v 

I Co 

M.cnM Tccup- inn 1099- Vf*i. Nn_! None: 3 Disks. Microsoft. Jan. 1999 

Y 

Yes 

MSDN Issue: Apr. 1999; Vol. No.: None; 3 Disks, Microsoft, Apr. 1999 

i 

Vac 

i es 

■M^rvN T«n#»* Tnl 1999* Vol No * None* 3 Disks. Microsoft, Jul. 1999 

Y 

Yes 

MSDN Issue: Oct 1999; Vol. No.: None; 3 Disks, Microsoft, Oct 1999 

Y 

Yes 

ni 5 nm navirl* *^mnrt Card 9000 Selected Parsers from the Second International 
Smart Card 2000 Conference, Oct 4-6. 1989 ■ 

Y 

i es 



Yes 

US. Patent No. 4,926,480; May 15. 1990 


yes 

TIC Patent Mn A S90 R7fV Till 1fi 1 9R5 


Yes 

\A*>\tf>r Pari TT • MntvAQ Stpnhpn "M * CrvDtocraDhv: A New Dimension in 
Computer Securitv. John Wilev & Sons. New York, 1982 


Yes 

"TnforrKanop "Mpqcaop ^verification for Debit and Credit Card Message Exchange 
Amnn E Rmnnfll Institutions". American National Standard. Accredited Standards 
rv» yo TCnanriai 'sprvirpc Pnmmitiftp. ANSI X9_2~1988. American 
Bankers Association. Mav 16. 1988 

v 
I 

xes 

"Pvr^mfc frn— Tnl 1 QQ*a MSDN disks Jul 1993 . 

Y 

Yes 

Cox, Benjamin; Tygar, J.D.; Sirbu, Marvin; "NetBill Security and Transaction 
Protocol", Carnegie Mellon University 


Yes 

Cox Brad; "What if there is a Silver Bullet and (he competition gets it first?**. 
Journal of Obiect-oriented Programming, Jun. 1992 

Y 

Yes 

"CUED Final Report: A Guide to CITED Documentation", ESPRIT, Project 5469, 
ISBN 0*7123-2115-2. The CITED Consortium, Sep. 1994 

Y 

Yes 

Boisson, Jean-Francois; w 1 - Business Perspectives and Requirements, 2 - The 
CITED Project: keys and knowledge", CITED 5469 

Y 

Yes 

Van Slype, Georges; "Knowledge Economy: future trends", ClT£D 5469 

Y 

Yes 

Boisson, Jean-Francois; "Software components: deliverable Trial Offer", CliED 
5469 

Y 

Yes 

Van Slype, Georges; "The CITED approach, Ver, 4.0\ ESPRIT II, Project 5469, 
The CITED Consortium, Apr. 20, 1994 

Y 

Yes 

Moens, Jan; "Report on the users requirements, Ver. 1.0", ESPRIT II, Project 
5469. The CITED Consortium. Nov. 27, 1991 

Y 

Yes 

Schulze, Dr. J.; "Case of application of the generic Cll ED Model to the 
CTTEDisation in the software distribution process", ESPRIT n. Project , Jan. 12, 
1993 

Y 

Yes 

Moens, Jan; "Case of application of the generic CITED Model to the CITEDisation 
of a directory database on CD-ROM, Ver. 2.0", ESPRIT E, Project 5469, The. 
CITED Consortium. Nov. 30, 1992 

Y 

Yes 

Pijnenborg, Mari FJ.; "CITED FmaJ Report", Elsevier Science B.V., Apr. 1994 
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Y 

Yes 

Boisson, Jean-Francois; "How to ClTEDise application: Guidelines and examples , 
CITED 5469 

Y 

Yes 

Nguyen, Thanh; Saint Etienne, Patricia Louise (SAGEM); "Guidelines for 
Validation of a CITED System", CITED 5469, SA-21-40-003, Jul. 4, 1994 

Y 

Yes 

Van Slype, Georges; "The future of CITED: a feasibility study, Ver. 1.1 - Vol. I: 
Sumrr^y "T«rt ™<* T^nmmP.nHflrinn*'', ESPRIT U. Project 5469. The CITED 
Consortium, Mar. 28, 1994 

•Y . 

Yes 

Van Slype, Georges; "The future of CITED: a feasibility study, Ver. 1.1 - Vol. Ill: 
pr*ft HTPn { n t*rrh«ig» format**, KSPRTT II. Project 5469. The CITED 
Consortium. Mar. 28, 1994 

Y 

Yes 

"CITED: Copyright in Transmitted Electronic Documents, Special Interest Group", 
CITED. Meeting, Heathrow, Sep. 22, 1993 

Y 

Yes 

Miscellaneous letters from Georges Van Slype at Bureau Van Dijk, Mar. 30, 1995 

Y 

Yes 

Pijnenborg, Mari FJ.; "auteursrecht en de digitale bibliotheek'', 195 Open, Jan. 37, 
1995 

Y 

Yes 

Miscellaneous letters from Georges Van Slype at Bureau Van Dijk, Feb. 13, 1995, 
Nov. 2, 1994 

Y 

Yes 

Van Slype, Georges; "PL4 RACE/ACCOPI Workshop on Conditional Access and 
rv.pyrigh* Pmtw.tinn" RSPfcTT TI. Project 5469. The CITED Consortium. Nov. 9. 
1994 

v 
i 

Yes 

Miscellaneous letters from G. Van Slype at Bureau Van Dijk, Sep. 12, 1994, Sep. 
1994, May 11, 1994, May 10, 1994, May 6, 1994, May 4, 1994, Apr. 21, 1994, 
Anr. 20. 1994 

Y 

Yes 

Letter re: ESPRIT III - Project 5469 (CITED) from A. Stajano at Commission of 
the European Communities, Oct. 7, 1993 

Y 

Yes 

ESPRIT Project: 5469: Contract Amendment Number: 2; Commission of the 
European Communities, Sep. 16, 1993 

Y 

Yes 

Miscellaneous letters from George Van Slype at Bureau Van Dijk, Apr. 19, 1994. 
Apr. 18, 1994, Apr. 11, 1994, Apr. 6, 1994 

Y 

Yes 

"Thr Fmvr' "f^. A i*«iMiity Study", RSPRTT Tl r Project 5469. The CITED 
Consortium Apr. 15, 1994 

Y 

Yes 

Miscellaneous letters from Bureau Van Dijk, Mar. 30, 1994, Mar. 24, 1994, Feb. 
10, 1994, Feb. 10, 1994 

Y 

Yes 

Handwritten note re: GVS and AJL, Mar. 2, 1994 

Y 

Yes 

Miscellaneous letters from Bureau Van Dijk, Feb. 9, 1994, Jan. 27, 1994, Jan. 19, 
1994, Jan. 12, 1994, Dec. 22, 1993, Nov. 30, 1993, Nov. 22, 1993, Dec. 6, 1993, 
Nov. 16, 1993, Oct. 15, 1993, Oct. 7, 1993, Oct 4, 1993, Sep. 20, 1993, Sep. 7, 
1993. Mav 19. 1993, Oct. 13. 1993 

Y 

Yes 

Bureau Van Dijk Management Report for Task 4.5: Feasibility Study of the Cited 
Agency, 1992-1993 

Y 

■ Yes 

Bureau van Dijk: Gestion des contrats; 497C C.C.E. : CITED (SUITE), Feb. 1993 

Y 

Yes 

"CITED: Preparation of the CITED model functional requirements specifications - 
Discussion paper (revision 1)", Bureau Van Dijk, Jan. 16, 1991 
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y 

Yes 

"CITED: Preparation of the CITED Model Functional Requirements Specifications 
- Report of the interview with OXrOKX) UNIVEK5IIli rKbab, ClicD part , 
Bureau Van Diik, Feb. 27, 1991 

Y 

Yes 

"CITED: Preparation of the CITCD Model Functional Requirements Specifications 
- Reports of the interviews with five CITED Partners" (Partners: Sagem, 
Telesystemes, NTE, Elsevier, Oxford University Press), Bureau Van Dijk, Apr. 5, 
1991 

Y 

Yes 

"CITED: Preparation of the CITED Model Functional Requirements Specifications 
- Reports of the interviews with Seven International Organizations: EBU, ECM A, 
ELDA, EFPI, IFTC, STM. WIPO". Bureau Van Dijk. May 27, 1991 

Y 

Yes 

Van Slype, Georges; Moens, Jan; Vannieuwenhuyse, Lawrence; "The future of 
nTTFTh n feasibility study": ESPRIT IL Project 5469. The CITED Consortium, 
Nov. 15, 1993 

Y 

Yes 

Van Slype, Georges; Draft CITED interchange formats, Ver. 1 .0 , ESPRIT II, 
Project 5469. The CITED Consortium, Jan. 28, 1994 

Y 

Yes 

Miscellaneous letter from Georges Van Slype at Bureau Van DyK, reo. 28, iyy4 

Y 

Yes 

Van Slype, Georges; 'The future of CITED : a feasibility study, Ver. 1 .0 - Vol. I: 
Summary report and recommendations". ESPRIT II. Project 5469. The CITED 
Consortium Feb. 28, 1994 

Y 

Yes 

Van Slype, Georges; Moens, Jan; Vannieuwenhuyse, Laurence; 'The future of 
CITED: a feasibility study, Ver. 1.0 - Vol. It Full report", ESPRIT II, Project 
5469. The CITED Consortium, Feb. 28, 1 994 

Y 

Yes 

Van Slype, Georges 'The future of CITED: a feasibility study, Ver. 1.1 - Vol. HI: 
Draft CITED interchange formate". ESPRIT II. Project 5469. The CITED 
Consortium, Feb. 28, 1994 

Y 

Yes 

'The Future of Cited: A Feasibility Study", ESPRIT II, Project 5469, CITED 
Prefect Review, Apr. 15, 1994 

Y 

Yes 

Van Slype, Georges; PL4 RACE/ACCOPI Workshop on Conditional Access and 
Copyright Protection", ESPRIT II, Project 5469, Presentation of the CITED, Nov. 
9, 1994 

V 
I 

i es 

Van Slype, Georges; "Natural Language version of the generic CITED model, Ver. 
4.2 — Vol. I: Presentation of the generic model , iiorKJl 11, rroject o4oy, ine 
CITED Consortium, Mav 8. 1995 

Y 

Yes 

Van ^Ivrw* f*#».rrrc*^c* ,e Nfltnrfl] \nr\tntnof v^r^irm rjf* th(» opnerie CITED model Ver. 

2.1 - Vol. II ECMS (Electronic Copyright Management System) design for 
computer based applications". ESPRIT II. Project 5469. The CITED Consortium. 
MaY8 1 l??5 


Yes 

Cousins, Steve B.; Ketchpel, Steven P.; Paepcke, Andreas; Garcia-Molina, Hector; 
Hassan, Scott W.; Roscheisen, Martin; 'TnterPay: Managing Multiple Payment 
Mechanisms in Digital Libraries" 


Yes 

"PKCS #5: Password-Based Encryption Standard", An RSA Laboratories 
Technical Note, Ver. 1.5, 1991-1993, Revised Nov. 1, 1993 


Yes 
•* **** 

TKCS #8: Private-Key Information Syntax Standard", An RSA Laboratories 
Technical Note, Ver. 1.2, 1991-1993, Revised Nov. 1, 1993 


Yes 

TKCS #10: Certification Request Syntax Standard", An RSA Laboratories 
Technical Note, Ver. 1.0, Nov. 1. 1993 
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X es 

"PKCS #11: Cryptographic Token Interface Standard", An RSA Laboratories 
Technical Note, Ver. 2.0, Apr. 15, 1997 


Yes 

i( PKCS 12 vl.O: Personal Information Exchange Syntax", RSA Laboratories, Jun. 
24, 1999 


Yes 

"PKCS #13: Elliptic Curve Cryptography Standard", RSA Security, Jan. 12, 1998 


Yes 

"PKCS #15 vl,0: Cryptographic Token Information Format Standard", RSA 
Laboratories, Apr. 23, 1999 


Yes 

U.S. 5,335,346; Aug. 2, 1994 

y 

Yes 

PTflrfinWel, Simsnn: Spafford. Gene: Practical UNIX Security, O'Reilly & 
Associates, Inc., 1991 

Y 

Yes 

Merkle, Ralph C, "Protocols for Public Key Cryptosystems", IEEE, 1980 ... 


Yes 

Knner, Pem; FMlr, Jar*; Nguyen. Hung Ouoc: Testine Computer Software. Second 
Edition, Van Nostrand Reinhold, 1988 


Yes 

Press, Jim; Bunting, Angela "A New Approach to Cryptographic Facility Design", 
ICL Mid-Range Systems Division Reading, Berks, UK 

Y 


US 6,256,668; Jul. 3, 2001 

Y 


Kim, Gene H.; Spafford, Eugene H.; "Experiences with Tripwire: Using Integrity 
Checkers for Intrusion Detection", Purdue Technical Report CSD-TR-94-012, Feb. 
21, 1994 

Y 


"Technical Description: Pay-Per-View Copy Protection", Macro vision, Jun. 1994 

Y 


Reali, Patu*; "Copy Protection: The answer to pay per view's prayers?", TVRO 
Dealer, Dec. 1994 



Swedlow, Tracy; "2000: Interactive Enhanced Television: A Historical and Critical 
Perspective", Interactive TV Today 



Various articles from EE Times, Week of Oct. 2, 1995 



"Digital Broadband Delivery System, Phase 1.0, System Overview", Revision 1.0, 
Scientitic Atlanta, lvyv 



Langelaar, G.C. "Overview of protection methods in existing TV and storage 
devices", SMS-TUD-609-1, Final Ver. 1.2, Feb. 26, 1996 

Y 


Solomon, A.; "PC Viruses: Detection, Analysis, and Cure", Springer Verlag 1991. 

Y 


Galaxy, Opcode Systems, 1991-1994 

Y 


Unix System V & BSD & GNU versions prior to Feb 22, 1 996 

Y 


US 5,673,316; Sep. 30, 1997 

Y 


17 USCA sections 1001 - 1010, ChapteT 10 Digital Audio Recording Devices and 
Media, 1996 



Hill, Will; Hollan, Jim; "History-Enriched Digital Objects", Computer Graphics 
and Interact ve Media Research Group; Bell Communications Research, 1993 



Hill, William; Hollan, James D.; "Edit Wear and Read Wear", Computer Graphics 
and Interactive Media Research Group, ACM; May 3-7. 1992 
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Yes 

InterTrust Solutions for A2b, InterTrust; 

Competitive Analysis AT&T/a2b music, Jun. 16, 1998; • 

Email from Chris Drost-Hansen re press release: "AT&T Launches A2B Music 
Trial for Delivering Songs Over the Internet", Business Wire, Nov. 3, 1997; 

A2b*s Recent Press Coverage, 1998 


Yes 

ISO 1 1568-1 & -2: "Key management (retail) - Part 1: Introduction to key 
management"; and "- Part 2: Key management techniques for symmetric ciphers", 
ISO, Dec. 1,1994 


Yes 

ISO 1 349 1 - 1 : "Secure cryptographic devices (retail) - Part 1 : Concepts, 
requirements and evaluation methods", ISO, Jun. 15, 1998 


Yes 

ISO 8583-2: •'Financial transaction card originated messages - Interchange message 
specifications - Part 2: Application and registration procedures for Institution 
Identification Codes (DC)", ISO, Jul. 1, 1998 


Yes 

ISO 8583-3: "Financial transaction card originated messages - Interchange message 
<;necifl rations - Part 3* Maintenance procedures for codes". ISO. Jul. 1. 1998 


Yes 

ISO 9564-1 & -2: "Personal Identification Number (PIN) management and security 
_ Part 1 * "Rfl^ic nrineinals and requirements for online PIN handlinc in ATM and 
POS systems; & -2 Approved algorithm(s) for PIN encipherment", ISO, Apr. 15, 
2002 A Dec IS 1QQ1 


Yes 

ISO 9807: "Banking and related financial services - Requirements for message 
authentication (retail)/' ISO, Dec. 15, 1991 


Yes 

Secure Electronic Transactions; Mastercard and Visa+C345 


Yes 

Tanenbaum, Andrew S; van Renesse, Robbert; van Staveren, Hans; Sharp, Gregory 
J.; Mullender, Sape J.; Jansen, Jack; van Rossum, Guido; "Experiences with the 
Amoeba Distributed Operating System", Vrije Universiteit and Centrum voor 
Wiskunde en Inform atica 


Yes 

Tanenbaum, Andrew S; Mullender, Sape J.; van Renesse, Robbert; "Using Sparse 
Capabilities in a Distributed Operating System", Vrije Universiteit and Centre for 
Mathematics and Computer Science 

Y 

Yes 

Tanenbaum, Andrew S; van Renesse, Robbert; van Staveren, Hans; Sharp, Gregory 
J.; Mullender, Sape J.; Jansen, Jack; van Rossum, Guido; "Amoeba System", 
Communications of the ACM. Vol. 33, No. 12, Dec. 1990 


Yes 

"KeyKOS Principles of Operation", Key Logic document KL002-04, 1985, (Fourth 
Edition, Jan. 1987) 


Yes 

Landau, Charles R.; "Security in a Secure Capability-Based System", Operating 
Systems Review, Oct. 1989 


Yes 

"Security in KeyKOS" 


Yes 

Hardy, Norman; "The Keykos Architecture", Key Logic Document KL028-08, 
Eighth Edition, Dec. 1990 


Yes 

Johnson, Howard L.; Koegel, John F.; Koegel, Rhonda M; "A Secure Distributed 
Capability Based System", ACM, 1985 
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Yes 


Kim, Gene H.; Spafford, Eugene H.; "Experiences with Tripwire: Using Integrity 
Checkers for Intrusion Detection", COAST Laboratory, Purdue University, Feb. 
22, 1995 ' 


Yes 


Blaze, Matt; "Key Management in an Encrypting File System", Proc. Summer 1994 
USENDC Technical Conference, Jun. 1994 _ 


Yes 


Robinson, D.; Ullmann, R.; "Encoding Header Field for Internet Messages", 
Network Working Group RFC 1 154, Apr. 1990; 

Rose, M.; McCloghrie, K.; "Structure and Identification of Management 
Information for TCP/IP-based Internets", Network Working Group RFC 1 155, 
May 1 990 


Yes 


Rose, M.; McCloghrie, K.; "Structure and Identification of Management 
Information for TCP/jP-based Internets", Network Working Group RFC 1 155, 
May 1990; 

McCloghrie, K.; Rose, M.; "Management Information Base for Network 
Management of TCP/IP-based internets", Network Working Group RFC 1 156, 
May 1990; 

Case, J.; Fedor, M.; Schoffstall, M,; Davin, J.; "A Simple Network Management 
Protocol (SNMP)", Network Working Group RFC 1157, May 1990 


Yes 


Davin, J.; Galvin, J.; McCloghrie, K.; "SNMP Administrative Model", Network 
Working Group RFC 1351, Jul., 1992; 

Galvin, J.; McCloghrie, K.; Davin, J.; "SNMP Security Protocols", Network 
Working Group RFC 1352, Jul., 1992; 

McCloghrie, K.; Davin, J.; Galvin, J.; "Definitions of Managed Objects for 
Administration of SNMP Parties". Network Working Group RFC 1353, Jul., 1992 


Yes 


'PKCS #1 : RSA Encryption Standard", RSA Laboratories Technical Note, Ver. 
1 J, Revised Nov. 1. 1993 ; __ 


Yes 


PKCS #3: Diffje-Hellman Key- Agreement Standard", RSA Laboratories 
Technical Note, Ver. 1.4, Revised Nov. 1, 1993 


Yes 


PKCS #6: Extended-Certificate Syntax Standard", RSA Laboratories Technical 
Note, Ver. 1.5. Revised Nov. 1, 1993 


Yes 


"PKCS #9: Selected Attribute Types", RSA Laboratories Technical Note, Vex. 1.1, 
Revised Nov. 1, 1993 


Yes 


1 .. 

Shneier, B.; "Description of new variable-length key, 64-bit block cipher 
(Blowfish)", Fast Software Encryption, Cambridge Security Workshop 
Proceedings, 1994 __ 


Yes 


Feistel, H.; "Cryptographic Coding for Data-Bank Privacy", IBM document RC 
2827,_Mar. 18, 1970 ' 


Yes 


ACORN/ CLEAR, 1996-1998 


Yes 


Tuck, Bill; "Electronic Copyright Management Systems: Final Report of a Scoping 
Study for eLib", Jul., 1996 
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Y 

Yes 

"CopySmart (CSM) suit", European Information Technology for Information 
Science; 

COPYSMART - 20517: "CITED based multi-media IPR management on cost 
effective smart device", European Information Technology for Information 
Science, start date Dec. 1 , 1995; 

Summaries of Projects (FP III/TV) - Part I: "ESPRIT Project 205 17 - 
COPYSMART CITED based multi-media IPR management on cost effective smart 
device", European Information Technology for Information Science, Oct. 1998 


Yes 

"CREANET - Creative Rights European Agency NETwork - Project Profile" 
information society technologies, edited Feb. 18, 2000 


Yes 

"iOpener System Description", National Semiconductor, 1993 


Yes 

"iPower Technology" (National Semiconductor marketing brochure) 
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